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PRELIMINARY AMENDMENT 

Dear Sir: 

Prior to examination of this continuation application, 
please amend this application as follows: 

IN THE ABSTRACT: 

Page 16, please delete line 12. 
IN THE SPECIFICATION: 

Page 1 at line 3, insert --Related Application 

This application is a continuation of application 08/763,970 

filed December 10, 1996. — 

Page 1 at Line 4, insert --BACKGROUND OF THE INVENTION--. 
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Please delete the paragraph starting on page 1, line 9-29 and 
replace with the following replacement paragraph: 

In mobile networks, at least part of the data transmission is 
wireless communication using radio transmitter and receivers. 
The radio channel is a physically open resource available to 
anyone by means of suitable communication equipment. This 
involves security risks, such as eavesdropping or disclosure 
of privacy of location. In digital mobile networks, such as 
GSM networks, digital data transmission is used which is 
difficult to eavesdrop. Further, it is possible to use 
identification of the caller and enciphering in data 
transmission. For preventing eavesdropping in digital mobile 
networks, enciphering methods have been developed for 
enciphering the speech and data signals modified in digital 
form. Moreover, enciphering can be used in the transmission 
of other information via the radio channel, such as 
identification data on the mobile station (International 
Mobile Subscriber Identity, IMSI) and on the location 
(Location Area Identification, LAI ) . In the receiver, the 
enciphered signal is deciphered back to deciphered speech and 
data. A so-called encryption key and algorithm are 

advantageously known to the respective sending and receiving 
devices only, wherein given the effective encryption 
algorithm presently in use, decoding a coded signal to 
intelligible speech and data as well as into processing 
signals of the bit stream by force or illegally, i.e. without 
the correct encryption key and algorithm, is practically 
impossible. 

Page 3 at Line 18, insert - - SUMMARY OF THE I3STVENTI0N- - . 
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Page 4 at Line 4, insert --BRIEF DESCRIPTION OF THE DRAWING- - 

Please delete the paragraph starting on page 4, lines 5-37 
and replace with the following replacement paragraph: 

In the following, the invention will be described in more 
detail with reference to the appended drawings. In the 
drawings, 

Fig. la shows the call set-up signals during a 
mobile-originated call in the GSM mobile 
communication network, 

Fig. lb shows the call set-up signals during a 
mobile-terminated call in the GSM mobile 
communication network, 

Fig. 2 is a signal chart showing detection of the 
cipher mode by the principle of interrupting, 

Fig. 3 is a signal chart showing an enquiry about 
the cipher mode, 

Fig. 4 is a signal chart showing detection of the 
cipher mode when enquiries at regular 
intervals are used, 

Fig. 5 is a block diagram showing the location of 
the most essential blocks of a cipher mode 
indicating device in a mobile station 
according to an advantageous embodiment of 
the invention, 
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is a block diagram showing the implementation 
of a cipher mode indicating device in 
connection with a mobile station and a data 
processor, 

is a diagram showing a situation where a data 
transmission connection is formed between two 
mobile stations, and 

is a signal chart showing an enquiry about 
the cipher mode in a situation where a data 
transmission connection is formed between two 
mobile stations. 

Page 5 before Line 1, insert - - DETAILED DESCRIPTION OF THE 
INVENTION- - . 

Please delete the paragraph starting on page 10, line 17 
through page 11 line 15 and replace with the following 
replacement paragraph: 

Further, with reference to Fig 7, the invention can be 
applied in situations where a data transmission connection 
(call) is formed between two mobile stations. Thus data 
transmission between the first mobile station MSI and a 
mobile communication network as well as between the second 
mobile station MS2 and a mobile communication network takes 
place via the radio channel. The mobile stations MSI , MS2 
can be located in areas of different base stations, wherein 
it is possible that the cipher mode in communication 
between the first mobile station MSI and the mobile network 



Fig. 7 



Fig. 8 
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is different than in communication between the second 
mobile station MS 2 and the mobile network. The data 
transmission connection between the first mobile station 
MSI and the second mobile station MS2 is formed in a way 
known as such. After the connection has been made, it is 
possible e.g. for the first mobile station MSI to enquire 
the cipher mode of the second mobile station MS 2 (Fig. 8) . 
The enquiry can be made for example as call control 
signalling, such as in the GSM mobile network, and also if 
the ISDN between the mobile services switching centres MSG 
is in the user-user information element according to the 
GSM Standard 04.08. The resources control block 18 of the 
first mobile station MSI forms a cipher mode enquiry 
message and transmits it to the second mobile station. The 
resource control block 18 of the second mobile station 
detects the cipher mode of the second mobile station and 
forms a response message where the cipher mode is 
transmitted to the resource control block 1 of the first 
mobile station. After this, the resource control block 1 of 
the first mobile station MSI sets the cipher indication 
data field as disclosed above in this description. The 
first mobile station MSI can also be provided with a second 
cipher indication data field for recording cipher data 
between the second mobile station MS 2 and the mobile 
communication network. Thus the user of the mobile station 
MSI, MS2 can be given the cipher mode separately for 
communication between the first mobile station MSI and the 
mobile network and for communication between the second 
mobile station MS 2 and the mobile network. In another 
alternative, the user of the mobile station MSI, MS2 is 
given the cipher mode so that if communication between both 
mobile stations MSI, MS2 and the mobile network is 
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enciphered, the user of the mobile station MSI, MS2 is in- 
formed that the cipher mode is on. In a different case the 
user is informed that the cipher mode is off. 



On Page 13 at Line 2, insert --What is claimed is:--. 
IN THE CLAIMS: 

Please cancel Claims 1-18 without prejudice. 
Please add the following claims: 

19. A method for indicating a ciphering mode of data 
communication between a mobile communication network and 
a mobile station in the mobile communication network, 
the mobile communication network and the mobile station 
being capable of data communication in at least one 
enciphered mode of communication and in at least one 
unciphered mode of communication, comprising the steps 
of: 

in a situation where an enciphered mode of communication 
is to be used in data communication between the mobile 
communication network and the mobile station, sending 
from the mobile communication network to the mobile 
station a cipher mode control signal to indicate that an 
enciphered mode of communication is to be used; 

monitoring at the mobile station signals sent from the 
mobile communication network to the mobile station; and 
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if monitored signals comprise a cipher mode control 
signal, indicating that an enciphered mode of data 
communication is to be used in communication between the 
mobile communication network and the mobile station, 

20. A method according to claim 19 further comprising the 
step of causing the mobile station to enter an 
enciphered mode of communication if said monitored 
signals comprise a cipher mode control signal. 

21. A method according to claim 19, further comprising the 
step of indicating that an unciphered mode of 
communication is to be used in data communication 
between the mobile communication network and the mobile 
station if said monitored signals do not comprise a 
cipher mode control signal. 

22. A method according to claim 19, wherein a ciphering mode 
to be used in data communication between the mobile 
communication network and the mobile station is 
specified by an operator of the mobile communication 
network . 

23. A method according to claim 19, wherein a ciphering mode 
to be used in data communication between the mobile 
communication network and the mobile station is 
determined during establishment of data communication 
between the mobile communication network and the mobile 
station. 
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A method according to claim 19, wherein a ciphering mode 
to be used in data communication between the mobile 
communication network and the mobile station is 
determined prior to establishment of data communication 
between the mobile communication network and the mobile 
station . 

A method according to claim 24, wherein determination of 
the ciphering mode to be used in data communication 
prior to establishment of data communication between the 
mobile communication network and the mobile station is 
performed by means of a location update procedure. 

A method according to claim 19, wherein a ciphering mode 
to be used in data communication between the mobile 
communication network and the mobile station is 
determined during a communication handover procedure 
that occurs when the mobile station moves between a 
first part of the mobile communication network and a 
second part of the mobile communication network. 

A method according to claim 19, further comprising the 
steps of : 

maintaining a cipher mode indication data field in the 
mobile station; 

initially setting said cipher mode indication data field 
into a first state indicative that an unciphered mode of 
communication is to be used in data communication 
between the communication network and the mobile 
station; and 
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in a situation in which said monitored signals comprise 
a cipher mode control signal, updating the state of the 
cipher mode indication data field into a second state 
indicative that an enciphered mode of communication is 
to be used in data communication between the mobile 
communication network and the mobile station. 

28. A method according to claim 19, wherein in addition to 
indicating a ciphering mode, a change in ciphering mode 
is indicated. 

29. A method according to claim 19, wherein data 
communication between the mobile communication network 
and the mobile station takes place at least in part over 
a radio link. 

30. A method according to claim 19, wherein the mobile 
communication network is a GSM network. 

31. A method according to claim 19, wherein the mobile 
station comprises a display unit and the ciphering mode 
used in data communication between the mobile 
communication network and the mobile station is 
indicated by the display unit. 

32. A method according to claim 19, wherein the mobile 
station comprises a light source and the ciphering mode 
used in data communication between the mobile 
communication network and the mobile station is 
indicated with the light source. 
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33. A method according to claim 28, wherein the mobile 
station comprises a display unit and an acoustic signal 
forming element, the ciphering mode used in data 
communication between the mobile communication network 
and the mobile station is indicated with the display 
unit, and a change in ciphering mode is indicated with 
the acoustic signal forming element. 

34. A method according to claim 32, wherein a change in 
ciphering mode is indicated with a flashing light. 

35. A method according to claim 19, wherein a change in 
ciphering mode is indicated by vibration. 

36. A method according to claim 19, wherein the mobile 
station comprises a radio resource management block, a 
cipher indication memory block, and a user interface 
block, the step of monitoring signals sent from the 
mobile communication network to the mobile station is 
performed by the radio resource management block and a 
cipher mode indication data field is maintained in the 
cipher indication memory block, wherein upon determining 
that said monitored signals comprise a cipher mode 
control signal, said radio resource management block 
sets the cipher mode indication data field in said 
cipher indication memory block to correspond with cipher 
indication data in said cipher mode control signal. 

37. A method according to claim 36, wherein said cipher 
indication memory block makes an interrupt request in 
response to a change in the cipher mode indication data 
field. 
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38. A method according to claim 37, wherein the user 
interface block detects said interrupt request and sends 
an inquiry to the cipher indication memory block to 
inquire about the state of the cipher mode indication 
data field, and the cipher indication memory block 
returns an indication of the state of said cipher mode 
indication data field in response to said inquiry. 

39. A method according to claim 38, wherein the mobile 
station comprises a cipher mode indicator and the user 
interface block controls the cipher mode indicator 
according to said indication. 

40. A method according to claim 36, wherein the cipher 
indication memory block provides an indication of the 
state of said cipher mode indication data field to the 
user interface block when the state of said cipher mode 
indication data field is changed. 

41. A method according to claim 40, wherein the mobile 
station comprises a cipher mode indicator, and the user 
interface block controls the cipher mode indicator 
according to said indication. 

42. A method according to claim 36, wherein the user 
interface block sends repeated inquiries to the cipher 
indication memory block about the state of the cipher 
mode indication data field, each inquiry being separated 
in time from the next by a predetermined interval, and 
the cipher indication memory block returns an indication 
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of the state of the cipher mode indication data field in 
response to each inquiry. 

43. A method according to claim 42, wherein the mobile 
station comprises a cipher mode indicator and the user 
interface block controls the cipher mode indicator 
according to said indication. 

44. A method according to claim 19, wherein the mobile 
communication network and the mobile station are capable 
of a first and a second type of data communication, each 
of said first and said second types of data 
communication having an enciphered mode and an 
unciphered mode, wherein a ciphering mode of each of 
said first and second types of data communication is 
indicated. 

45. A method according to claim 44, wherein the first type 
of data communication is a telephone call and said 
second type of data communication is a short message 
(SMS) . 

46. A method according to claim 44, wherein the ciphering 
mode of the first type of data communication is 
indicated in a manner distinguishable from that used to 
indicate the ciphering mode of the second type of data 
c ommun i c a t i on . 

47. A method according to claim 44, wherein a change in 
ciphering mode of the first type of data communication 
is indicated, and a change in ciphering mode of the 
second type of data communication is indicated. 
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A method according to claim 19, wherein a first mobile 
station and a second mobile station are in data 
communication with each other through at least one 
mobile communication network and the ciphering mode 
between the mobile communication network and the first 
mobile station is indicated to a user of the second 
mobile station. 

A method according to claim 19, wherein the mobile 
station is used in connection with a data processor 
external to the mobile station for data communication 
between the mobile communication network and the 
external data processor, the external data processor 
comprising a display unit, wherein a ciphering mode used 
in data communication between the mobile station and the 
mobile communication network is indicated on the display 
unit of the external data processor. 

A method according to claim 49, wherein the external 
data processor further comprises an acoustic signal 
forming element and a change in ciphering mode used in 
data communication between the mobile station and the 
mobile communication network is indicated with the 
acoustic signal forming element of the external data 
processor . 

A method according to claim 49, wherein an indication of 
the state of the cipher mode indication data field is 
provided from the mobile station to the external data 
processor . 
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A method according to claim 49, wherein the mobile 
station and the external data processor are connected by 
means of a connection bus. 

A method according to claim 49, wherein the mobile 
station comprises a cipher indication memory block which 
maintains a cipher mode indication data field indicative 
of a ciphering mode used in data communication between 
the mobile communication network and the mobile station, 
and the external data processor is provided with 
application software for monitoring the ciphering mode 
used in data communication between the mobile station 
and the mobile communication network, wherein the 
application software in said external data processor 
sends a cipher mode inquiry message to the mobile 
station to determine the state of the cipher mode 
indication data field maintained in said cipher 
indication memory block of the mobile station. 

A method according to claim 53, wherein the mobile 
station returns an indication of the state of said 
cipher mode indication data field in response to said 
inquiry. 

A method according to claim 19, wherein a mobile station 
is in data communication with a terminal in a fixed line 
communication network, and a ciphering mode between the 
fixed line communication network and the terminal in the 
fixed line communication network is indicated to a user 
of the mobile station. 
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56. A method according to claim 55, wherein the mobile 
station sends an inquiry message to the terminal in the 
fixed line communication network to determine the 
ciphering mode used in communication between the fixed 
line communication network and said terminal. 

57. A method according to claim 56, wherein if the mobile 
station does not receive a response to said inquiry 
message, the mobile station indicates that the ciphering 
mode used in data communication is unknown. 

58. A method according to claim 55, wherein if the mobile 
station receives a response to said inquiry message, but 
cannot interpret said response the mobile station 
indicates that the ciphering mode used in data 
communication is unknown. 

59. An apparatus for indicating a ciphering mode of data 
communication between a mobile communication network and 
a mobile station in the mobile communication network, 
the mobile communication network and mobile station 
being capable of data communication in at least one 
enciphered mode of communication and at in least one 
unciphered mode of communication, the apparatus 
comprising : 

means for monitoring signals sent from the mobile 
communication network to the mobile station; 

means for determining if monitored signals comprise a 
cipher mode control signal; and 
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means responsive to said determining means for 
indicating that an enciphered mode of communication is 
to be used in data communication between the mobile 
communication network and the mobile station, if said 
monitored signals comprise a cipher mode control signal, 

60 . An apparatus according to claim 59 , further comprising 
means for causing the mobile station to enter an 
enciphered mode of communication if said monitored 
signals comprise a cipher mode control signal. 

61. An apparatus according to claim 59, further comprising 
means responsive to said determining means for 
indicating that an unciphered mode of communication is 
to be used in data communication between the mobile 
communication network and the mobile station, if said 
monitored signals do not comprise a cipher mode control 
signal . 

62. An apparatus according to claim 59, arranged to 
determine the ciphering mode to be used in data 
communication between the mobile communication network 
and the mobile station during establishment of data 
communication between the mobile communication network 
and the mobile station. 

63. An apparatus according to claim 59, arranged to 
determine the ciphering mode to be used in data 
communication between the mobile communication network 
and the mobile station prior to establishment of data 
communication between the mobile communication network 
and the mobile station. 
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An apparatus according to claim 63 , arranged to 
determine the ciphering mode to be used in data 
communication prior to establishment of data 
communication between the mobile communication network 
and the mobile station by performing a location update 
procedure . 

An apparatus according to claim 59, further comprising: 

means for maintaining a cipher mode indication data 
field; 

means for setting said cipher mode indication data field 
initially into a first state indicative that an 
unciphered mode of communication is to be used in data 
communication between the communication network and the 
mobile station; and 

means responsive to said determining means for changing 
the state of the cipher mode indication data field into 
a second state indicative that an enciphered mode of 
communication is to be used in data communication 
between the mobile communication network and the mobile 
station, if said monitored signals comprise a cipher 
mode control signal. 

An apparatus according to claim 59, wherein said means 
for indicating a ciphering mode comprise a display unit. 

An apparatus according to claim 59, wherein said means 
for indicating a ciphering mode comprise a light source. 
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68. An apparatus according to claim 59, wherein the 
apparatus further comprises means for indicating a 
change in ciphering mode. 

69. An apparatus according to claim 68, wherein said means 
for indicating a change in ciphering mode comprise an 
acoustic signal forming element. 

70. An apparatus according to claim 68, wherein said means 
for indicating a change in ciphering mode comprise means 
for generating vibration. 

71. An apparatus according to claim 59 provided in a mobile 
station. 

72. An apparatus according to claim 59, wherein said means 
for indicating a ciphering mode are provided in a data 
processor external to the mobile station and 
communicating with the mobile station. 

73. An apparatus according to claim 68, wherein said means 
for indicating a change in ciphering mode are provided 
in a data processor external to the mobile station and 
communicating with the mobile station. 

74. An apparatus according to claim 59, comprising a radio 
resource management block and a cipher indication memory 
block, wherein said means for monitoring signals sent 
from the mobile communication network to the mobile 
station and said means for determining if said monitored 
signals comprise a cipher mode control signal are 
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arranged in the radio resource management block and a 
cipher mode indication data field is maintained in the 
cipher indication memory block, the radio resource 
management block being further arranged to set the 
cipher mode indication data field in said cipher 
indication memory block to correspond with cipher 
indication data in a cipher mode control signal received 
from the mobile communication network. 

75. An apparatus according to claim 74, wherein said cipher 
indication memory block is arranged to issue an 
interrupt request in response to a change in the cipher 
mode indication data field. 

76. An apparatus according to claim 75, further comprising a 
user interface block, wherein the user interface block 
is arranged to detect said interrupt request and to send 
an inquiry to the cipher indication memory block to 
inquire about the state of the cipher mode indication 
data field and the cipher indication memory block is 
arranged to return an indication of the state of said 
cipher mode indication data field in response to said 
inquiry. 

77. An apparatus according to claim 76, further comprising a 
cipher mode indicator, the user interface block being 
arranged to control the cipher mode indicator according 
to said indication. 

78. An apparatus according to claim 74, further comprising a 
user interface block, wherein the cipher indication 
memory block provides an indication of the state of said 
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cipher mode indication data field to the user interface 
block when the state of said cipher mode indication data 
field is changed. 

79. An apparatus according to claim 78, further comprising a 
cipher mode indicator, the user interface block being 
arranged to control the cipher mode indicator according 
to said indication. 

80. An apparatus according to claim 74, further comprising a 
user interface block, wherein the user interface block 
sends repeated inquiries to the cipher indication memory 
block about the state of the cipher mode indication data 
field, each inquiry being separated in time from the 
next by a predetermined interval and the cipher 
indication memory block returns an indication of the 
state of the cipher mode indication data field in 
response to each inquiry. 

81. An apparatus according to claim 80, wherein the mobile 
station comprises a cipher mode indicator and the user 
interface block controls the cipher mode indicator 
according to said indication. 

82. A mobile station comprising apparatus for indicating a 
ciphering mode of data communication between a mobile 
communication network and the mobile station, the mobile 
communication network and mobile station being capable 
of data communication in at least one enciphered mode of 
communication and at least one unciphered mode of 
communication, the apparatus comprising: 
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means for monitoring signals sent from the mobile 
communication network to the mobile station; 

means for determining if monitored signals comprise a 
cipher mode control signal; and 

means responsive to said determining means for 
indicating that an enciphered mode of communication is 
to be used in data communication between the mobile 
communication network and the mobile station, if said 
monitored signals comprise a cipher mode control signal* 

83. A mobile station according to claim 82 further 
comprising means for causing the mobile station to enter 
an enciphered mode of communication if said monitored 
signals comprise a cipher mode control signal. 

84. A mobile station according to claim 82 , further 
comprising means responsive to said determining means 
for indicating that an unciphered mode of communication 
is to be used in data communication between the mobile 
communication network and the mobile station, if said 
monitored signals do not comprise a cipher mode control 
signal . 

85. A mobile station comprising apparatus for indicating a 
ciphering mode of data communication between a mobile 
communication network and the mobile station, the mobile 
communication network and mobile station being capable 
of data communication in at least one enciphered mode of 
communication and in at least one unciphered mode of 
communication, the mobile station comprising: 



21 



means for monitoring signals sent from the mobile 
communication network to the mobile station; 

means for monitoring if monitored signals comprise a 
cipher mode control signal; 

means for causing the mobile station to enter an 
enciphered mode of communication if said monitored 
signals comprise a cipher mode control signal; and 

means responsive to said determining means for 
indicating a ciphering mode, comprising means for 
indicating that an enciphered mode of communication is 
to be used in data communication between the mobile 
communication network and the mobile station, if said 
monitored signals comprise a cipher mode control signal, 
and means for indicating that an unciphered mode of 
communication is to be used in data communication 
between the mobile communication network and the mobile 
station, if said monitored signals do not comprise a 
cipher mode control signal. 

A mobile station according to claim 85, comprising a 
radio resource management block and a cipher indication 
memory block, wherein said means for monitoring signals 
sent from the mobile communication network to the mobile 
station and said means for determining if said monitored 
signals comprise a cipher mode control signal are 
arranged in the radio resource management block and a 
cipher mode indication data field is maintained in the 
cipher indication memory block, the radio resource 
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management block being further arranged to set the 
cipher mode indication data field in said cipher 
indication memory block into one of a first state and a 
second state, said first state being indicative of an 
unciphered mode of communication to be used in data 
communication between the communication network and the 
mobile station and said second state being indicative of 
an enciphered mode of communication to be used in data 
communication between the mobile communication network 
and the mobile station. 

87. A mobile station according to claim 86, wherein said 
cipher indication memory block is arranged to issue an 
interrupt request in response to a change in the cipher 
mode indication data field. 

88. A mobile station according to claim 87, further 
comprising a user interface block, wherein the user 
interface block is arranged to detect said interrupt 
request and to send an inquiry to the cipher indication 
memory block to inquire about the state of the cipher 
mode indication data field and the cipher indication 
memory block is arranged to return an indication of the 
state of said cipher mode indication data field in 
response to said inquiry. 

89. A mobile station according to claim 88, wherein said 
user interface block controls said means for indicating 
a ciphering mode in response to said indication of the 
state of the cipher mode indication data field. 
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90. A mobile station according to claim 86, further 
comprising a user interface block, wherein the cipher 
indication memory block provides an indication of the 
state of said cipher mode indication data field to the 
user interface block when the state of said cipher mode 
indication data field is changed. 

91. A mobile station according to claim 90, wherein said 
user interface block controls said means for indicating 
a ciphering mode in response to said indication of the 
state of the cipher mode indication data field. 

92. A mobile station according to claim 86 , further 
comprising a user interface block, wherein the user 
interface block sends repeated inquiries to the cipher 
indication memory block about the state of the cipher 
mode indication data field and the cipher indication 
memory block returns an indication of the state of the 
cipher mode indication data field in response to each 
inquiry. 

93. A mobile station according to claim 92, wherein said 
user interface block controls said means for indicating 
a ciphering mode in response to said indication of the 
state of the cipher mode indication data field. 

94. A system for indicating a ciphering mode of data 
communication between a mobile communication network and 
a mobile station in the mobile communication network, 
the mobile communication network and the mobile station 
being capable of data communication in at least one 
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enciphered mode of communication and at least one 
unciphered mode of communication, the system comprising: 

means in the mobile communication network for 
determining whether an enciphered mode of communication 
is to be used in data communication between the mobile 
communication network and the mobile station according 
to a setting of the mobile communication network; 

means in the mobile communication network for sending a 
cipher mode control signal from the mobile communication 
network to the mobile station in a situation where an 
enciphered mode of communication is to be used in data 
communication between the mobile communication network 
and the mobile station; 

means in the mobile station for monitoring signals sent 
from the mobile communication network to the mobile 
station; 

means in the mobile station for determining if 
monitored signals comprise a cipher mode control signal; 
and 

means responsive to said determining means for 
indicating that an enciphered mode of communication is 
to be used in data communication between the mobile 
communication network and the mobile station, if said 
monitored signals comprise a cipher mode control signal, 

A system according to claim 94, further comprising means 
in the mobile station for causing the mobile station to 
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enter an enciphered mode of communication if said 
monitored signals comprise a cipher mode control signal. 

96. A system according to claim 94, further comprising means 
responsive to said determining means for indicating that 
an unciphered mode of communication is to be used in 
data communication between the mobile communication 
network and the mobile station, if said monitored 
signals do not comprise a cipher mode control signal. 

97. A data processor external to a mobile station and 
capable of use with the mobile station for data 
communication between the external data processor and a 
mobile communication network via the mobile station, the 
mobile communication network and the mobile station 
being capable of data communication in at least one 
enciphered mode of communication and in at least one 
unciphered mode of communication, the external data 
processor comprising apparatus for receiving from the 
mobile station, information concerning a ciphering mode 
used in communication between the mobile station and the 
mobile communication network, and means responsive to 
information received from the mobile station for 
indicating a ciphering mode used in communication 
between the mobile station and the mobile communication 
network. 

98. A method for indicating a ciphering mode of data 
communication between a mobile communication network and 
a mobile station in the mobile communication network, 
the mobile communication network and the mobile station 
being capable of data communication in at least one 
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enciphered mode of communication and in at least one 
unciphered mode of communication, and in a situation 
where an enciphered mode of communication is to be used 
in data communication between the mobile communication 
network and the mobile station, sending from the mobile 
communication network to the mobile station a cipher 
mode control signal to indicate that an enciphered mode 
of communication is to be used; the method comprising 
the steps of: 

monitoring at the mobile station signals sent from the 
mobile communication network to the mobile station; and 

if monitored signals comprise a cipher mode control 
signal, indicating that an enciphered mode of 
communication is to be used in data communication 
between the mobile communication network and the mobile 
station. 

REMARKS 

The claims in the continuation application are presented 
for further definition of the invention. 

An action on the merits is requested. 

Please charge deposit account No. 16-1350 for any fee 
deficiencies with regard to the filing of this Preliminary 
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MARKED UP SPECIFICATION REPLACEMENT PARAGRAPHS 



In mobile networks , at least part of the data transmission 
is wireless communication using radio transmitter and 
receivers. The radio channel is a physically open resource 
available to anyone by means of suitable communication 
equipment. This involves security risks, such as 

eavesdropping or disclosure of privacy of location. In 
digital mobile networks, such as GSM networks, digital data 
transmission is used which is difficult to eavesdrop. 
Further, it is possible to use identification of the caller 
and enciphering in data transmission. For preventing 
eavesdropping in digital mobile networks, enciphering 
methods have been developed for enciphering the speech and 
data signals modified in digital form. Moreover, enciphering 
can be used in the transmission of other information via the 
radio channel, such as identification data on the mobile 
station (International Mobile Subscriber Identity, IMSI) and 
on the location (Location Area Identification, LAI) . In the 
receiver, the enciphered signal is [decoded] deciphered back 
to deciphered speech and data. A so-called encryption key 
and algorithm are advantageously known to the respective 
sending and receiving devices only, wherein given the 
effective encryption algorithms presently in use, decoding a 
coded signal to intelligible speech and data as well as into 
processing signals of the bit stream by force or illegally, 
i.e. without the correct encryption key and algorithm, is 
practically impossible. 
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In the following, the invention will be described in more 
detail with reference to the appended drawings. In the 
drawings , 

Fig. la shows the call set-up signals during a 
mobile-originated call in the GSM mobile 
communication network, 

Fig. lb shows the call set-up signals during a 
mobile-terminated call in the GSM mobile 
communication network, 

Fig. 2 is a [reduced] signal chart [on] showing 
detection of the cipher mode by the principle 
of interrupt ing , 

Fig. 3 is a [reduced] signal chart [on] showing an 
enquiry about the cipher mode, 

Fig. 4 is a [reduced] signal chart [on] showing 
detection of the cipher mode when enquiries 
at regular intervals are used, 

Fig. 5 is a [reduced] block diagram showing the 

location of the most essential blocks of a 

cipher mode indicating device in a mobile 

station according to an advantageous 
embodiment of the invention, 

Fig. 6 is a [reduced] block diagram showing the 
implementation of a cipher mode indicating 
device in connection with a mobile station 
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In the following, the invention will be described in more 
detail with reference to the appended drawings. In the 
drawings , 



Fig. la shows the call set-up signals during a 
mobile-originated call in the GSM mobile 
communication network, 

Fig. lb shows the call set-up signals during a 
mobile-terminated call in the GSM mobile 
communication network, 



Fig. 2 is a [reduced] signal chart [on] showing 
detection of the cipher mode by the principle 
of interrupting, 

Fig. 3 is a [reduced] signal chart [on] showing an 
enquiry about the cipher mode, 

Fig. 4 is a [reduced] signal chart [on] showing 
detection of the cipher mode when enquiries 
at regular intervals are used, 



Fig. 5 is a [reduced] block diagram showing the 
location of the most essential blocks of a 
cipher mode indicating device in a mobile 
station according to an advantageous 
embodiment of the invention, 



Fig. 6 is a [reduced] block diagram showing the 
implementation of a cipher mode indicating 
device in connection with a mobile station 
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and a data processor, 



Fig. 7 is a [reduced chart on] diagram showing a 
situation where a data transmission 
connection is formed between two mobile 
stations, and 

Fig. 8 is a [reduced] signal chart [on] showing an 
enquiry about the cipher mode in a situation 
where a data transmission connection is 
formed between two mobile stations. 



Further, with reference to Fig 7, the invention can be 
applied in situations where a data transmission 
connection (call) is formed between two mobile 
stations. Thus data transmission between the first 
mobile station MSI and a mobile communication network 
as well as between the second mobile station MS 2 and a 
mobile communication network takes place via the radio 
channel. The mobile stations MSI, MS2 can be located 
in areas of different base stations, wherein it is 
possible that the cipher mode in communication between 
the first mobile station MSI and the mobile network is 
different than in communication between the second 
mobile station MS 2 and the mobile network. The data 
transmission connection between the first mobile 
station MSI and the second mobile station MS2 is 
formed in a way known as such. After the connection 
has been made, it is possible e.g. for the first 
mobile station MSI to enquire the cipher mode of the 
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second mobile station MS 2 (Fig. 8) . The enquiry can be 
made for example as call control signalling, such as 
in the GSM mobile network, and also if the ISDN 
between the mobile services switching centres MSC is 
in the user-user information element according to the 
GSM Standard 04.08. The resources control block 18 of 
the first mobile station MSI forms a cipher mode 
enquiry message and transmits it to the second mobile 
station. The resource control block 18 of the second 
mobile station detects the cipher mode of the second 
mobile station and forms a response message where the 
cipher mode is transmitted to the resource control 
block 1 of the first mobile station. After this, the 
resource control block 1 of the first mobile station 
MSI sets the cipher indication data field as disclosed 
above in this description. The first mobile station 
MSI can also be provided with a second cipher 
indication data field for recording cipher data 
between the second mobile station MS2 and the mobile 
communication network. Thus the user of the mobile 
station MSI, MS 2 can be given the cipher mode 
separately for communication between the first mobile 
station MSI and the mobile network and for 
communication between the second mobile station MS 2 
and the mobile network. In another alternative, the 
user of the mobile station MSI, MS 2 is given the 
cipher mode so that if communication between both 
mobile stations MSI, MS2 and the mobile network is 
enciphered, the user of the mobile station MSI, MS2 is 
informed that the cipher mode is on. In a different 
case the user is informed that the cipher mode is off. 
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